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ABSTRACT 
How to better protect the security of personal information of citizens has 
attracted a great concern to the international community, becoming a hot issue of  
national and international criminal legislation. The newly adopted amendments of the 
Penal Code can be described as China's legal milestone in the protection of personal 
information, due to regulating the crimes of violating civil personal information. 
However, in practice, the security of civil personal information can not receive truly 
effective protection, because of the vague statements on the criminal subject, scope, 
count of indictment and so on, as well as the unclearly relevant supporting national 
regulations. In reference to foreign relevant national legislation cases, combined with 
China's national conditions, in my view, based on respecting the regulation of our 
county’s existing laws, enriching the relevant national requirements and timely 
introducing relevant judicial interpretations are realistic and effective solutions. 
Take improving the protection of the security of personal information by 
Criminal Law as the reflecting direction , this paper is divided into four parts: 
Part I: Abusing personal information is increasing. It is described from the 
following three parts: wide sources of the personal information, various forms of 
abuse and serious consequences of abuse.  
Part II: Our country’s personal information protection legislation process and the 















personal information, from three parts: meeting social reality, filling legislative 
vacancy, and keeping up with the trend of international development. The necessity of the 
protection of personal information by criminal law is analyzed. Meanwhile, according to the 
logical structure of “guilt trip”, the arguments of the existing criminal law are summarized.   
Part III: The practice of the protection of the security of the extraterritorial 
personal information by criminal law. Through the legislative practice of foreign 
personal information to “personal information” is defined, to prohibit the handling 
of sensitive information with the exception of a comparative analysis of penal 
sanctions, to be able for us to resolve issues related to our ideas and examples;  
Part IV: Putting up with specific ideas of the improvingthe path of the protection 
of the security of the personal information by criminal laws. Meanwhile, legal 
certainty，expanding the principles of interpretation and legality，a judge in criminal 
discretion are discussed. 
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How to better protect the security of personal information of citizens has 
attracted a great concern to the international community, becoming a hot issue of 
national and international criminal legislation. The newly adopted amendments of the 
Penal Code can be described as China's legal milestone in the protection of personal 
information, due to regulating the crimes of violating civil personal information. 
However, in practice, the security of civil personal information can not receive truly 
effective protection, because of the vague statements on the criminal subject, scope, 
count of indictment and so on, as well as the unclearly relevant supporting national 
regulations. In reference to foreign relevant national legislation cases, combined with 
China's national conditions, in my view, based on respecting the regulation of our 
county’s existing laws, enriching the relevant national requirements and timely 
introducing relevant judicial interpretations are realistic and effective solutions. 
Take improving the protection of the security of personal information by 
Criminal Law as the reflecting direction, this paper is divided into four parts: 
Part I: Abusing personal information is increasing. It is described from the 
following three parts: wide sources of the personal information, various forms of 
abuse and serious consequences of abuse; 
Part II: Our country’s personal information protection legislation process and the 
lack of criminal law. After introducing our country’s the status quo of the protection of 
personal information, from three parts: meeting social reality, filling legislative 
vacancy, and keeping up with the trend of international development. The necessity of 
the protection of personal information by criminal law is analyzed. Meanwhile, 
according to the logical structure of “guilt trip”, the arguments of the existing criminal 
law are summarized; 
Part III: The practice of the protection of the security of the extraterritorial 
personal information by criminal law. Through the legislative practice of foreign 
personal information to "personal information" is defined, to prohibit the handling of 
sensitive information with the exception of a comparative analysis of penal sanctions, 
to be able for us to resolve issues related to our ideas and examples;  















of the security of the personal information by criminal laws. Meanwhile, legal 
certainty, expanding the principles of interpretation and legality, a judge in criminal 
discretion are discussed. 
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